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Security Risks Persist with Traditional MFA

of breaches leverage stolen or 
weak passwords

Compromised credentials remain 
a major security risk. Tokens and 
one-time passwords are not 
user friendly

81%
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Password recommendation

Password guidelines for administrators
Maintain an 8-character minimum length 
requirement

Long passwords are stronger, so make your password 
at least 12 characters long

If you’re using a password composed of random 
characters, about 15 should put it out of reach of 
modern computing capabilities.
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https://en.wikipedia.org/wiki/Rainbow_Series
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https://csrc.nist.gov/csrc/media/publications/white-paper/1985/12/26/dod-rainbow-series/final/documents/std002.txt

4.2.1 Security Awareness
4.2.2 Changing Passwords
4.4.1 Single Guess Probability
4.3.3 Transmission
4.3.4 Login Attempt Rate
4.3.5 Auditing
APPENDIX C: Determining Password Length

The problem is to determine the needed password length to reduce to 
an acceptable level the probability that a password will be guessed 
during its lifetime.
…
Experiments on the network have determined that it is possible to 
make about 8.5 guesses per minute on the 300-baud service and 14, 
guesses per minute on the 1200-baud service.

Maximum Lifetime
(months)

26-Char alphabet 36-Char alphabet

6
Length of Password
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https://csrc.nist.gov/csrc/media/publications/white-paper/1985/12/26/dod-rainbow-series/final/documents/std002.txt
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Kevin Mitnic – How Easy It Is to Crack Your Password – 7min

Stop using passwords – use passphrases!  à 24 characters
Always, always use multi-factor authentication!

Remember, malwares and/or spear-phishing (keylogger) will find a way to 
compromise the system!

Use password manager!

https://www.youtube.com/watch?v=K-96JmC2AkE
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Free up to 10 Users

Duo.com

Multi-Factor 
Authentication is 
the first step!
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Easy Setup

Download it form the 
App Store

Open the APP

Scan the QRcode

Use it



9

Any website/APP supports MFA
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YubiKey

Universal 2nd Factor (U2F)

• created by FIDO
• tamper-proof (SE)
• no spec driver needed
• only tap a physical device
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Fast IDentity Online (FIDO2) 

• Open standard
• Cryptographic login credentials are unique

across every website
• never leave the user’s device and are never 

stored on a server.
• Users unlock credentials with fingerprint

readers or cameras on their devices, or by 
leveraging easy-to-use FIDO security keys

• Biometric data, when used, never leaves 
the user’s device.
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Continuous trusted access




